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MULTI FACTOR AUTHENTICATION (MFA) USER GUIDE

Please note an important update regarding the security of your University Office 365/myLife accounts for all
students.

As part of our ongoing commitment to safeguarding your digital identity and ensuring the confidentiality of
your academic information, we have implemented Multi-Factor Authentication (MFA) for all student accounts.

WHAT IS MFA AND WHY IS IT IMPORTANT?

Multi-factor Authentication (MFA) is an authentication method that requires the user to provide two or more
verification factors to gain access to university systems. Multi-factor Authentication adds an extra layer of
security to your account by requiring you to verify your identity through two or more verification factors. In
addition to your password, you will now use a second factor—such as a mobile app (Authenticator), text
message, or phone call—to confirm your identity. This significantly reduces the risk of unauthorized access
even if your password is compromised.

On December 8, 2023, the MFA for student accounts implementation began. It will continue in phases until all
registered and historically registered students are enabled. The next time you log into your university account,
you will be prompted to set up your MFA.

HOW TO SET UP MFA?

Setting up MFA is a quick and straightforward process. You will receive detailed instructions and step-by-step
guidance on how to enable it. We will also provide support through dedicated service desk resources for those
who may need assistance.

BENEFITS OF MFA

Enhanced Security: Protecting your personal and academic information is our top priority.
Flexibility: Choose from a variety of MFA methods that best suit your preferences and lifestyle.

Global Access: With MFA, you can confidently access your account from anywhere, knowing that your
information is secure.

PLEASE PAY ATTENTION TO THE FOLLOWING IMPORTANT DETAILS

Students whose contact information has been lost or changed and did not notify the university, will
receive their authentication at their old mobile number. Students who are impacted must download
the DSARO3 form, complete it, and email it to mymodule2022 @unisa.ac.za or enquire@unisa.ac.za
along with a copy of their ID to avoid this from happening.

In the event that an authentication is still sent to old contact information, after you have updated

the information with the university, please contact us via phone on 0800 00 1870 — option 2, via email
on mymodule2022 @unisa.ac.za or enquire@unisa.ac.za, or through our Live Chat or Social Media for
further assistance.

Students not owning smartphones will be presented with a page asking to add a method for
authentication. Click on add method and select phone from the drop-down menu and enter the mobile
phone that is linked to your UNISA account. The code will then be sent to you (please see Instructions
below on how to set up your phone and the app).

In case the student loses or replaces a device previously utilised to download the app — please contact
us via phone on 0800 00 1870, option 2, via email on mymodule2022 @unisa.ac.za or
enguire@unisa.ac.za, or through our Live Chat or Social Media for further assistance.

To our international students, please remember to include the code and the country when updating
your contact information.

Students are expected to familiarise themselves with the Multi Factor Authentication (MFA), you can
use the following steps to help yourself before escalating for further assistance.
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HOW DO | SETUP THE DEFAULT MFA VERIFICATION METHOD -
AUTHENTICATION APP FOR STUDENTS

METHOD 1: INSTRUCTIONS TO SETUP THE MFA VERIFICATION METHOD: AUTHENTICATION
APP (DEFAULT) WITH SMART PHONES

STEP 1: ON YOUR MOBILE PHONE

Please download the relevant Microsoft Authenticator app and follow the instructions to install the
Microsoft Authenticator app onto your smartphone/iPhone.

Apple AppStore: Google Play Store:
https://itunes.apple.com/us/app/microsoft-  https://apps.apple.com/us/app/microsoft-
authenticator/id983156458 authenticator/id983156458

Once you have completed the installation of the Microsoft
Authenticator, it will appear on your mobile device.

Authenticator

Open/Launch the Microsoft i
Authenticator on your phone, select it
Add account and then Work or
School account

Ready to add your first account?

< Add account
R What kind of account are you adding?

=[ ‘ Personal account ®
=‘ ! Work or school account ®

Other account (Google, Facebook, @
etc.)

o Under Add Work or school account, select Scan a QR code
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STEP 2: ON YOUR COMPUTER/LAPTOP

Login to your Office 365/myLife account (http://mylife.unisa.ac.za/) with your myLife email and
password.

Click on the Next option.
BE Microsoft
12345678 @mylife.unisa.ac.za
More information required

Your organization needs more information to keep your
account secure

Use a different account

Learn more

Next /

Your organization reqires you to set up the following methods of proving who you are,

Screen will appear, and click Next

{ Method 10f2: App

App App password
Microsoft Authenticator

0 Start by getting the app
Gn your phone, instal the Microsoft Authenticator app. Dounload nov

After you install the Micresoft Authenticater app on your device, chaose “Nest”

want to use a clifferent authenticator 3pp.

Lwant to set up a diferent method j

Keep your account secure

Click Next

Vour organizatian requires you to set up the following methads of proving who you are:
Method 1 of 2 App

(/] 2

App App password

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select “Work or school”

s | I

Lwant to set up a different method

Use your mobile phone scan the Scan QR code from
Web registration page and then click Next

Jicrosoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the R code. This will connect the Microsoft Authenticator
2pp with your account

After you scan the QR code, choose "Next”

Can't sean image?

On your mobile phone: Wait until your account is successfully added on Microsoft Authenticator.
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On the web this screen will appear. Click Next : Keep your account secure

Vour arganizatin raquires you a2t up the following methods

roving who vou are.

{ Whethod 1 of £ App

P r—

Microsoft Authenticator

Scan the QR code

use the Micrnsoft Authenticatar a6 to scan the I code, Ths will connest the Microsoft Authenticator
app with you" aceous

ARSI SN 170 K £t e e

£
Ol

Contscan imsge?

LNt t set U7 ARt method

A number will appear on the web screen (e.g. 23).
Enter the number on your phone after allowing the -

a pp_ Method 107 2: App
[~}

Ao #Apm password

Keep your account secure

Microsoft Authenticator

Let's try it out

Aparove the natification we're sending ta your a0p by entering the rumber shown below

23

Back

Lugni fo set un o dlifferent method

After entering the number on your mobile phone,
the message will appear, and click Next

Keep your account secure

‘Yeur organization requires you to set up the following metheds ef preving e you are.

Methed 1 of 2: App

App pp password
Microscft Authenticator

Noification approved

v

e |

Enter the name e.g., UnisaStudent, and click Next Keep your account secure

Your organization requires you Lo set up the following methods of proving who you are.
Method 2 of 2: App password

Ap App password

App password

Start by creating a name for your aop passvrard. This will help differentiate it from others.
What name would you like to use? Minimum length is 8
characters.

Unisasiudent

/
Save the password, and click Done ’ Keep your account secure

Vour arganization requires you o set up the following methods of proving whe you are.

Methad 2 of 2: App password

App App password

App password

App password was successfully crested, Copy the password to dipboard and paste into your app. Then
veturn here and choose ‘Done”
Name:
UnisaStudent
Password:
ok KKk o]

Mate: Keep this password in & safe place. It will n0l be shown again.

BT
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METHOD 2: INSTRUCTIONS TO SETUP THE MFA VERIFICATION METHOD: MOBILE PHONE
NUMBER

This method is applicable to the students who:

e Do not have smart phone, or

e Don’tintend to use Microsoft Authenticator App or

e Those who intend to use both the Microsoft Authenticator App and Mobile phone number verification
methods.

ON YOUR COMPUTER OR LAPTOP

Login to your Office 365/myLife account (http://mylife.unisa.ac.za/) with your myLife email and
password.

Click on the Next
BS Microsoft

12345678 @mylife.unisa.ac.za

More information required

Your organization needs more information to keep your
account secure

Use a different account

Learn more

equires you to set up the fallowing methods of praving wha you are

e Click I want to setup a different method

Method 1 of 2: App

Microsoft Authenticator

e Start by getting the app
On your phone, install the Micrasoft Authenticater app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next”

e a different autt

=n
o Click on the dropdown list for Which method
woul_d you like to use?, select Phone and then Choose a different method X
Confirm.
Which method would you like to use?
‘ Phone e ‘

=
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Select South Africa (+27) as the country name, if

. Keep your account secure
not already selected, and enter the 10-digit cell o o A A Pt i e
phone number on which to be contacted. Do not R
include spaces, parentheses, or any other
punctuation marks. Click Next.

App Phone

Phone

You can prave who you are by answering a call on your phane or texting a cade to your phone
What phone number would you like to use?

NB: To our international students, please St i 77 + s
remember to include the code and the country © Tt e coce

O Call me

when updating your contact information. A

Lwant to set up 2 differant mathod

From your mobile phone, you will receive 6-digit
. Keep your account secure
code. Enter the code and then click Next T ——

Method 2 of 2: Phone

App Phane

Phone

We just sent a 6 digit code tof27 1234567891 | Enter the code below:

Resend code

Back

Lwant 10 set up a different method

A confirmation message will appear, and click

Keep your account secure
Next Your organization requires you to set Up the fallswing metheds of proving who you are.

Methad 10f 2: Phone

7]

Phone App passvrerd

Phone

) veificotion complete. Your phone has been registered

Confirmation of successful verification setup and =
. €ep your account secure
click Done S e o e e s

Method 2 of 2 Done

App Phene

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

Phene
+27 1234567891

@ Microsolt Authenticator
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INSTRUCTIONS TO MANAGE OR MODIFY YOUR PHONE NUMBER AND
DEFAULT SIGN-IN METHOD FOR THE MFA VERIFICATION METHOD

Login to your Office 365/myLife account (http://mylife.unisa.ac.za/) with your myLife email
and password.

Click on the person icon or initials in the top right
corner, and then click on View Account.

University of South Africa Sign out
: 12345678
I:. TH .III 12345678@mylife.unisa.ac.za

My Microsoft 365 profile

Sign in with a different account

Click on Security Info L.
Security info

2

Keep your verification methods and security
info up to date.

UPDATE INFO >

Click Change next to Default sign-in method and change your phone number and default sign-
in method from Phone to App based authentication or delete the authenticator app linked to

the phone (in case you lost the phone).

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +1 1234567890 Change

-+ Add method

% Phone +1 1234567890

6 Microsoft Authenticator XX-KXKHK

You can also go to https://www.youtube.com/watch?v=1yfTj2BtUfl for comprehensive guidelines and
step-by-step help on how to enable MFA.
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